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The bulk power system is governed by a complex cyber system that requires ongoing maintenance. Substations are the critical 

junctions of the polyphase circuits that have been automated, connecting switchgear with a local/remote control system. Over 

the past decades, multiple generations of substation technologies have been commissioned. The recent surge of ransomware 

incidents is at an alarming rate that may affect operational decisions through the spread of malware. While many researchers 

have been putting efforts into establishing an anomaly detection framework, such cost implications associated with the new 

addition of software systems may affect the integration of future new computing platforms. Disruption of new software 

system failure would interrupt business continuity (reliability) when a control action cannot be made in a timely manner. This 

webinar will revisit some of the fundamentals of cyber-physical system security on the subject of security technologies, grid 

impacts, and potential how software bugs and variants (vulnerabilities) in some substations may affect system upgrade and 

patch management.  

JANUARY 25, 2022              |         2:00-3: 00 P.M. EST 
                                         LINK TO WEBINAR               (11:00-12:00 P.M. PST)   

 

 

 

https://us02web.zoom.us/webinar/register/WN_Pf0KpE6FSoO-bU95jZs1Lg

